

	Standard Privacy/Information Security Sanctions

Determination Table

	Category
	Level
	Points
	Score

	Occurrence
	Employee’s first information privacy and/or security violation within the last 12 months
	1
	

	
	Employee’s second information privacy and/or security violation within the last 12 months
	2
	

	
	Employee’s third information privacy and/or security violation within the last 12 months
	3
	

	
	Employee’s fourth information privacy and/or security violation in the last 12 months
	4
	

	Discovery Method
	Employee self-reported his/her violation
	1
	

	
	Coworker reported employee’s violation
	2
	

	
	Discovered during a standard or random system audit or reported by outsider (i.e. local pharmacy, business etc…)
	3
	

	
	Employee discovered to have violated rules, regulations, and/or policies after a patient reported the issue or incident
	4
	

	Disclosure Medium
	The employee disclosed sensitive information verbally
	1
	

	
	The employee disclosed sensitive information physically (i.e. discharge instructions, prescription, etc…)
	2
	

	
	The employee disclosed sensitive information electronically (i.e. fax, email)
	3
	

	
	The employee disclosed sensitive information by 2 or more of the above mediums

(If the disclosure was to the employee’s personal email or was an image taken with the employee’s personal digital device this violation will result in immediate termination.)
	4
	

	Reasoning
	The employee accidentally disclosed sensitive information.
	1
	

	
	The employee believed (s)he was correctly handling sensitive information 
	2
	

	
	The employee accessed or used sensitive information inconsistent with his/her job responsibilities and/or beyond minimum necessary to perform his/her duties.  The employee chose to ignore policy/procedure/regulations related to proper handling of sensitive information.
	3
	

	
	The employee accessed or used sensitive information with the intention of generating personal gain and/or with the intention of causing harm to the patient or was snooping (prying into the private affairs of others).  This violation will result in immediate termination.
	4
	

	Patient Involved
	1
	1
	

	
	2 to 99 
	2
	

	
	100 to 499
	3
	

	
	500 or more
	4
	

	Exposure
	Internal – sensitive information was only exposed to employees within the facility
	1
	

	
	Local – sensitive information was exposed to local area only (i.e. city)
	2
	

	
	Regional – sensitive information was exposed throughout the regional area (i.e. state)
	3
	

	
	Widespread – sensitive information was exposed throughout the country and/or internet (i.e. Facebook, Twitter, blog).  This violation will result in immediate termination.
	4
	

	Education
	The employee has not received formal compliance training.
	1
	

	
	The employee has completed information privacy and security training at orientation.
	2
	

	
	The employee has completed annual information privacy and security training.
	3
	

	
	The employee has completed department specific training, compliance training and orientation.
	4
	

	Investigation and Employee Response
	No investigation required.
	1
	

	
	The employee was cooperative, helpful and professional when contacted for information regarding the investigation.
	2
	

	
	The employee was uncooperative, slow to respond and did not provide requested information when contacting regarding the investigation.
	3
	

	
	The employee purposefully mislead the investigation, provided false information, or attempted to cover up the mistake.  This violation will result in immediate termination.
	4
	

	
	
	
	

	
	Verbal Warning and possible Privacy/Security re-education
	0-7
	

	
	Written Warning and required Privacy/Security re-education
	8-19
	

	
	Three (3) day suspension OR Final Written Warning and required Privacy/Security re-education
	20-28
	

	
	Termination
	29-32
	



